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1. Purpose of this information sheet
The purpose of this information sheet is to provide information about the data protection and data processing principles applied by the Institution pertaining to the ERASMUS+ program.
2. The identity of the controller
Name: University of Pécs
Registered office and contact adress: H-7622 Pécs, Vasvári Pál str. 4.
Telephone: +36-72/501-500
Represented by: Prof. Dr. Attila Miseta rector
Controller organisational unit: UP Center for International Relations
E-mail: erasmus@pte.hu
Name of data protection officer: Dr. Szőke Gergely László, PhD
E-mail: adatvedelem@pte.hu
3. The scope of the processed data
The scope of the processed data shall cover all the data provided to the Institution by the Participant in the application documentation, the grant agreement and its attachments, and it shall cover all the data sent to the Institution by the Participant during the life-cycle of the program. 
In case of any changes in your personal data during the duration of the data processing, please be kind to forthwith inform us via the erasmus@pte.hu e-mail address.
4. The purpose and legal ground of the data processing
4.1. Pursuant to Article 6. (1) of the Regulation (EU) 2016/679 of the European Parliament and of the Council (General Data Protection Regulation, GDPR), the Institution processes, inter alia, the following personal data, with the purpose of the performance of the grant agreement: the personal data necessary for the signature of the agreement, the personal data necessary for the contact and organisational measures pertaining to the agreement, the personal data necessary for the financial performance of the agreement, in particular data on name, citizenship, date of birth, tax number, experiences, fields of interest, ISCED-F code, postal address, faculty, institution, department, telephone number, e-mail address, sex, name of bank account holder, name of the managing bank, postal address of the managing bank, IBAN account number, SWIFT/BIC code, special needs (in case of winning bid on grant for people with disabilities or chronically ill persons). 
4.2. Pursuant to the legal ground laid down Article 6. (1) c), the Institution processes the personal data set out in section 3. of this information sheet, with the purpose to fulfill its legal obligations prescribed in the Regulation (EU) No. 1288/2013 of the European Parliament and of the Council (ERASMUS+ regulation) with respect to track the life-cycle of the project, to financial and professional monitoring of it, to disseminate the results of the program, to the reports and statistics necessary to fulfill the reporting obligation of the Institution and the Tempus Public Foundation.
4.3. Pursuant to Article 6. (1) a) of the GDPR, the Institution processes personal data set out in section 3. of this information sheet for the purposes of making informational materials, research and surveys only, if the Participant has freely given his/her unambiguous consent by signature of the statement of consent attached to the grant agreement. These activities cover, inter alia, the making, copying and disclosure of printed of electronic marketing or informational products (e.g. brochures, newsletters, videos, online information sheets, websites), collection and analysis of data about the program (e.g. statistics about participants based on age/field of study, etc.), conducting surveys (e.g. questionnaires, online surveys, satisfaction surveys, follow-up tracking).
4.4. Pursuant to Article 6. (1) f) of the GDPR (processing based on balance of interests), the Institution may process personal data set out in this information sheet, with pseudonymisation, with the purpose of collection and analysis of statistical data with respect to implementation, development and effectiveness of the program and improvement of the services provided to the participants. The Institution has such legal interest to this that is proportionate and override the interests or fundamental rights and freedoms of the data subject which require protection of personal data, because the data gets pseudonymised and can no longer be attributed to a specific data subject.
5. The duration of data processing
The duration of data processing is included in the main agreement signed with the Tempus Public Foundation and in the internal regulations of it.
6. Scope of personnel who can access the personal data, data transfer, data procession
The following persons may access the data: the personnel responsible for data entry, competent employees of the Institution, the participants of the decision and monitoring process, the supervisory authorities, and the experts and researchers commissioned by the Institution to analyse the realisation and the impacts of the program. In this manner, the data may be transferred to the Tempus Public Foundation (Name: Tempus Public Foundation, Registered office and contact address: H-1077 Budapest, Kéthly Anna sqr. 1., Tel.:+36-1-237-1300, represented by: Dr. Tamás Dezső, data protection officer: Dóra Tomcsik, e-mail: adatvedelem@tpf.hu), the International Education Department of the Ministry of Human Capacities, the European Commission.
7. Data security
The institution shall process the personal data in a manner that ensures appropriate security of the personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures. More information can be found in Articles 20-22. of the University’s Data Protection Regulation, and in Chapter IV. of the University’s IT Policy. Supporter will take separate security measures to ensure the technical protection of personal data, if the personal data is transferred via a network or other IT device.
8. Rights of the data subject
8.1. The Participant has the right to access the information in relation with the data processing related to him/her defined in the GDPR, including in particular, information by the Institution about
· the types of personal data,
· the purpose and legal ground,
· the source,
· the duration of the processing, and
· who, when, on what legal basis, to which personal data was granted access to by the Institution or to whom did the institution transfer the data,
· the rights and possible legal remedies of the data subject during the processing.
8.2. The Participant shall have the right to rectification of inaccurate personal data concerning him or her.
8.3. The Participant shall have the right to withdraw his or her consent at any time. The withdrawal of consent shall not affect the lawfulness of processing based on consent before its withdrawal. 
8.4. The Participant shall have the right to object, on grounds relating to his or her particular situation, at any time to processing of personal data concerning him or her which is based on balance of interest (section 4.4), including profiling based on those provisions. The Institution shall no longer process the personal data unless it demonstrates compelling legitimate grounds for the processing which override the interests, rights and freedoms of the data subject or for the establishment, exercise or defence of legal claims.
8.5. The Participant shall have the right to erasure in cases prescribed by law, particularly, if the purpose of data processing ceased to exist, in case of unlawful processing, if the Participant withdrew consent (when other legal ground does not persist for further processing) or when the Institution accepts the objection as a result of the Participant exercising the right to object.
8.6. The Participant shall have the right to restrict the data processing as set out in the GDPR. In this case the restricted personal data shall only be processed, except the storage of the data, with the consent of the Participant, for submission or enforcement or defence of legal claims, for protection of other natural or legal persons’ rights, or on the important grounds of public interest.
8.7. The Participant shall have the right to receive the personal data concerning him or her in a commonly used format and have the right to transmit those data to another controller.
8.8. The details rules pertaining to the processing of personal data at the Institution shall be found in the University’s Data Protection Regulation, which can be found on the https://pte.hu/adatvedelem website. The rights listed in this information sheet may be exercised via erasmus@pte.hu address.
8.9. The Participant may lodge his/her complaint via the erasmus@pte.hu address or may turn to the Institution’s data protection officer (adatvedelem@pte.hu).
The Participant may seek remedy at the Hungarian National Authority for Data Protection and Freedom of Information (contact adress: H-1530 Budapest Pf.:5, Tel.: +36-1-391-1400, e-mail: ugyfelszolgalat@naih.hu, website: https://www.naih.hu/general-information.html), if deemed necessary by him/her due to a supposed legal violation or in direct hazard of it. The Participant may submit a civil action of law in case of unlawful processing at the competent, or chosen Regional Court.
